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Sammanfattning

Vad ar sakerhetsskydd

Med sikerhetsskydd avses skydd av sikerhetskinslig verksamhet mot
spioneri, sabotage, terroristbrott och andra brott som kan hota verk-
samheten samt skydd 1 andra fall av sikerhetsskyddsklassificerade
uppgifter. Sikerhetsskyddslagen skyddar verksamheter som har bety-
delse for Sveriges sikerhet ur ett nationellt perspektiv. Detta innebir
att minga verksamheter kan vara samhillsviktiga utan att de for den
sakens skull anses som sikerhetskinsliga 1 sikerhetsskyddslagens
mening. Det handlar allts om skydd f6r de allra mest skyddsvirda
verksamheterna mot i férsta hand antagonistiska angrepp. Sikerhets-
skydd avser ocks verksamhet som omfattas av ett for Sverige f6rplikt-
ande internationellt tagande om sikerhetsskydd.

Vart uppdrag

Den 16 maj 2018 antog riksdagen en ny sikerhetsskyddslag som
trider 1 kraft den 1 april 2019 (rskr. 2017/18:289, SFS 2018:585). Sam-
tidigt trider sikerhetsskyddsforordningen (2018:658) 1 kraft. I betink-
andet kallar vi lagen och férordningen {6r nya sikerbetsskyddslagen
respektive nya sikerbetsskyddsforordningen. Den hittills gillande
sikerhetsskyddslagen (1996:627) och sikerhetsskyddsférordningen
(1996:633) kallar vi {6r gamla sikerbetsskyddslagen respektive gamla
sikerhetsskyddsforordningen.

Den nya regleringen bygger i stora delar pd de férslag som lim-
nades i betinkandet En ny sikerbetsskyddslag (SOU 2015:25). Vi har
1 uppdrag att 1 vissa delar komplettera de férslag som limnades dir.
Vi ska limna fullstindiga férfattningsforslag, men inte 6verviga dnd-

ringar 1 grundlag. Vi ska bl.a.
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— kartligga behovet av att forebygga att sikerhetsskyddsklassificerade
uppgifter eller 1 dvrigt sikerhetskinslig verksamhet utsitts for
risker 1 samband med utkontraktering, upplatelse och éverlitelse
av sddan verksamhet, och foresld olika férebyggande dtgirder,
t.ex. tillstdndsprévning,

— foresld ett system med sanktioner i sikerhetsskyddslagstiftningen,

— foresld hur en indamailsenlig tillsyn enligt sikerhetsskyddslag-
stiftningen ska vara utformad, och

— analysera och foresld 1 vilken utstrickning verksamhetsutévare
som bedriver sikerhetskinslig verksamhet ska vara skyldiga att
ingd sikerhetsskyddsavtal vid 6verenskommelser med utomsta-
ende som beror den sikerhetskinsliga verksamheten.

Vira huvudsakliga f6rslag sammanfattas 1 det f6ljande.

Skyldigheten att inga sidkerhetsskyddsavtal utvidgas
Skyddet ska uppritthallas oavsett var verksamheten bedrivs

En grundliggande princip inom sikerhetsskyddet ir att de intressen
som lagstiftningen slr vakt om boér ha samma skydd oavsett om
verksamheten bedrivs av det allmiinna eller av enskilda. Bestimmel-
serna om sikerhetsskyddsavtal ir ett uttryck f6r denna princip. En-
ligt 2 kap. 6 § nya sikerhetsskyddslagen ska statliga myndigheter,
kommuner och landsting som avser att genomféra en upphandling
och ingd ett avtal om varor, tjinster eller byggentreprenader 1 vissa
fall vara skyldiga att ing8 ett sikerhetsskyddsavtal med leverantéren.
I avtalet ska det anges hur kraven pd sikerhetsskydd ska tillgodoses.
Skyldigheten att ingd sikerhetsskyddsavtal kommer enligt reglerna
att gilla dven for enskilda verksamhetsutdvare 1 motsvarande situa-
tioner. En utgdngspunkt {6r vira resonemang om en utvidgad skyl-
dighet att ing3 sikerhetsskyddsavtal ir att informationens eller verk-
samhetens skydd ska uppritthdllas nir en aktér som bedriver siker-
hetskinslig verksamhet avser att ge nigon utomstdende tillging till
sikerhetsskyddsklassificerade uppgifter eller 1 vrigt till sikerhets-
kinslig verksamhet.
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Det finns situationer dir avsaknaden av sikerhetsskyddsavtal
kan medféra negativa konsekvenser

Det finns situationer dir sikerhetsskyddsklassificerade uppgifter
eller 1 ovrigt sikerhetskinslig verksamhet exponeras for utomsta-
ende, men dir det inte finns nigon skyldighet att ingd sikerhets-
skyddsavtal. Ett exempel pd detta kan vara olika former av samarbeten
och samverkan som inte handlar om anskaffning av varor, tjinster
eller byggentreprenader. Ett annat exempel kan vara situationer dir
det dr leverantdrens och inte bestillarens skyddsvirden som behover
skyddas. Regleringen om sikerhetsskyddsavtal omfattar inte sddana
fall, utan utgdr ifrdn att det ir bestillaren som stiller krav pa siker-
hetsskydd hos en leverantor. Det finns ocksa situationer dir det ir
oklart om det giller krav pd sikerhetsskyddsavtal.

Om det inte stills krav pd sikerhetsskyddsavtal i alla relevanta
situationer dir sikerhetsskyddsklassificerade uppgifter eller 1 6vrigt
sikerhetskinslig verksamhet kommer att exponeras fér utomsti-
ende, 6kar sannolikheten f6r att motparten inte vidtar de sikerhets-
skyddsdtgirder som behovs. Detta giller iven om den utomstiende
parten ocksd bedriver sikerhetskinslig verksamhet och dirmed om-
fattas av sikerhetsskyddslagens bestimmelser. Avsaknad av sikerhets-
skyddsavtal kan ytterst leda till skada for Sveriges sikerhet.

Skyldigheten bor gilla i betydligt fler situationer

Vi foresldr att skyldigheten att ingd sikerhetsskyddsavtal utvidgas pa
s sitt att den ocks8 ska gilla f6r andra férfaranden dn upphandlingar
och andra anskaffningar. Den utvidgade skyldigheten innebir att
den som bedriver sikerhetskinslig verksamhet (verksambetsutsvaren)
ska ingd ett sikerhetsskyddsavtal sd snart verksamhetsutdvaren avser
att genomféra en upphandling, ingd ett avtal eller inleda nigon annan
form av samverkan eller samarbete med en utomstiende part, om
forfarandet

1. innebidr att den utomstiende parten kan f3 tillgdng till siker-
hetsskyddsklassificerade uppgifter i sikerhetsskyddsklassen konfi-
dentiell eller hogre, eller
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2. 1 ovrigt avser eller kan ge den utomstiende parten tillgdng till
sikerhetskinslig verksamhet av motsvarande betydelse for Sveriges
sikerhet.

Forfaranden mellan statliga myndigheter undantas

Vi bedémer att det inte finns nigot pitagligt behov av att statliga
myndigheter som samverkar eller samarbetar om ndgot annat in en
anskaffning ska vara skyldiga att ingd sikerhetsskyddsavtal och att
en sddan skyldighet dessutom skulle ha nackdelar. Vi foreslar dirfor
att skyldigheten att ing2 sikerhetsskyddsavtal inte ska gilla samarbeten
och samverkan mellan tv eller flera statliga myndigheter som avser
ndgot annat in en anskaffning av varor, tjinster och byggentreprenader.

Regeringen kan f6reskriva och besluta om undantag

Vi anser vidare att regeringen bor kunna foreskriva om undantag
frin skyldigheten att ingd sikerhetsskyddsavtal, t.ex. nir det giller
anskaffning mellan vissa myndigheter, och besluta om undantag i
enskilda fall. Vi foreslar dirfor ett bemyndigande 1 dessa avseenden.
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Skyldighet att inga sakerhetsskyddsavtal

Figur 1.1
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Forebyggande atgarder i samband med utkontraktering,

upplatelse och vissa andra férfaranden

Utvecklingsbehovet

Vir kartliggning visar att det finns flera brister i sikerhetsskydds-
arbetet som bl.a. yttrar sig vid utkontraktering av sikerhetskinslig

verksamhet men ocksd vid vissa upplitelser och andra férfaranden
dir utomstdende involveras 1 den sikerhetskinsliga verksamheten.
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Vissa av bristerna giller sikerhetsskyddet generellt, t.ex. att verksam-
hetsutévaren inte tillimpar sikerhetsskyddsreglerna eller har bristande
kunskap om sina skyddsvirden. Sidana brister accentueras nir verk-
samhetsutdvaren utkontrakterar en del av den sikerhetskinsliga verk-
samheten eller pd annat sitt kopplar in utomstiende i verksamheten.
Andra brister handlar specifikt om olika férfaranden dir utomst3-
ende involveras 1 den sikerhetskinsliga verksamheten, diribland ut-
kontraktering och upplitelse men ocksd andra férfaranden. Bristerna
handlar om att man inte alltid prévar om forfarandet ir limpligt eller
att det dr svirt att prova limpligheten, att sikerhetsskyddsavtal kan
vara bristfilliga, att man inte f6ljer upp forfarandet medan det pigir
och att det saknas tillrickliga mojligheter for samhillet att ingripa
mot férfaranden som ir olimpliga frin sikerhetsskyddssynpunkt.

En bred ansats

Med utgdngspunkt 1 kartliggningen av utvecklingsbehovet féreslar
vi ett antal forebyggande tgirder som inte enbart ir inriktade pd
utkontraktering och upplitelse, utan som kan aktualiseras dven vid
vissa andra forfaranden med utomstiende parter. Vi har delat upp
tgirderna i steg, som vi kallar kontrollstationer. Forslagen 1 de forsta
tvd kontrollstationerna bygger delvis pd bestimmelserna i 2 kap. 6 §
nya sikerhetsskyddsférordningen. Férslagen gir ut pd f6ljande.

Kontrollstation 1 - Sirskild sikerhetsbedomning
och egen limplighetsprévning

Den forsta kontrollstationen giller f6r den som bedriver sikerhets-
kinslig verksamhet och som avser att genomfora ett férfarande som
kriver sikerhetsskyddsavtal. Innan férfarandet inleds ska verksam-
hetsutévaren genom en sdrskild sikerbetsbedomning identifiera vilka
sikerhetsskyddsklassificerade uppgifter eller vilken sikerhetskinslig
verksamhet 1 6vrigt som den utomstiende parten kan {3 tillging till
och som kriver sikerhetsskydd. Med utgingspunkt i den sirskilda
sikerhetsbeddmningen och 6vriga omstindigheter ska verksamhets-
utdvaren prova om det planerade forfarandet dr limpligt frén siker-
hetsskyddssynpunkt (limplighetsprovning).
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Om limplighetsprévningen leder till bedémningen att det plane-
rade forfarandet dr olimpligt frin sikerhetsskyddssynpunkt, fir det
inte inledas. Detta anges uttryckligen 1 regleringen. Den sirskilda
sikerhetsbedomningen och limplighetsprévningen ska dokumenteras.

Kontrollstation 2 — Samrad, foreligganden och f6rbud

Den andra kontrollstationen gir bl.a. ut pd att verksamhetsutdvare
som planerar att inleda ett forfarande i vissa fall ska samrdda med
tillsynsmyndigheten. Samradsskyldigheten giller om det planerade
forfarandet innebir krav pd sikerhetsskyddsavtal, och

1. innebir att den utomstdende parten kan {3 tillgdng till eller moj-
lighet att férvara sikerhetsskyddsklassificerade uppgifter 1 siker-
hetsskyddsklassen hemlig eller hégre utanfoér verksamhetsutdv-
arens lokaler,

2. utgdr en upplitelse som kan ge den utomstiende parten tillgdng
till sikerhetskinslig verksamhet i 6vrigt av motsvarande betydel-
se for Sveriges sikerhet, eller

3. ger den utomstdende parten tillging till informationssystem utan-
for verksamhetsutdvarens lokaler och dtkomst till systemen kan
medfora allvarlig skada for Sveriges sikerhet.

I den andra kontrollstationen ingdr dven en méjlighet for tillsyns-
myndigheten att foreligga verksamhetsutdvaren att vidta dtgirder
enligt sikerhetsskyddslagen och de foreskrifter som har meddelats 1
anslutning till lagen. Om ett féreliggande inte {6ljs eller om tillsyns-
myndigheten bedémer att det planerade forfarandet dr olimpligt frén
sikerhetsskyddssynpunkt iven om ytterligare tgirder vidtas, fir
tillsynsmyndigheten besluta att verksamhetsutdvaren inte far genom-
fora det planerade forfarandet. Ett foreliggande eller férbud far bara
beslutas om skilen fér dtgirden uppviger den skada eller annan
oligenhet som 3tgirden medfor f6r allminna eller enskilda intressen.

Vi foresldr att ett foreliggande ska f3 6verklagas till Férvaltnings-
ritten 1 Stockholm, varvid tillsynsmyndigheten bor vara motpart.
Provningstillstdnd bor krivas vid éverklagande till kammarritten.
Ett forbud foreslas {3 dverklagas till regeringen. Enskilda kan begira

11
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att regeringens beslut provas enligt lagen (2006:304) om rittsprov-
ning av vissa regeringsbeslut.

Forslagen bygger pd att verksamhetsutévaren sjilv dr skyldig att
initiera samrddet. Det kan dock férekomma att en verksamhetsutdvare
férsummar att gora det, antingen medvetet eller av férbiseende. Vi fore-
slar dirfor att dven tillsynsmyndigheten ska kunna ta initiativ till samrad
om forutsittningarna f6r samrddsskyldighet dr uppfyllda.

Kontrollstation 3

Den tredje kontrollstationen ir en sorts “nédbroms”, som innebir
en mojlighet for tillsynsmyndigheten att ingripa mot ett pigdende
forfarande, t.ex. en pdgiende utkontraktering eller ett annat pigi-
ende samarbete. Om ett sidant pdgdende férfarande som omfattas
av ett krav pd sikerhetsskyddsavtal ir olimpligt frin sikerhetsskydds-
synpunkt, fir tillsynsmyndigheten féreligga verksamhetsutévaren
eller den utomstiende parten i férfarandet att vidta de 3tgirder som
ir nodvindiga for att férhindra skada f6r Sveriges sikerhet. Fore-
liggandet kan bl.a. innebira ett krav pd att hela eller delar av for-
farandet ska upphéra. Ett foreliggande far bara beslutas om skilen for
dtgirden uppviger den skada eller annan oligenhet som 4tgirden
medf6r for allminna eller enskilda intressen.

Foreliggandet fir férenas med vite och far dverklagas till regeringen.

Fortydligade krav pd uppfoljning

Det ir av stor vikt att verksamhetsutévare foljer upp pigdende ut-
kontrakteringar och andra pdgiende samarbeten och férfaranden dir
det har ingdtts ett sikerhetsskyddsavtal. Vi foresldr dirfoér bestim-
melser som gdr ut pd att verksamhetsutdvaren har bide ritt och skyl-
dighet att revidera sikerhetsskyddsavtalet om det krivs pd grund av
indrade forhillanden.

12
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Forfarandet vid utkontraktering, upplatelse och vissa andra

forfaranden

Figur 1.2
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Forebyggande atgarder i samband med 6verlatelse av

sakerhetskanslig verksamhet och egendom med
sikerhet. Till skillnad frdn andra férfaranden sd som utkontraktering

Overlitelser av sikerhetskinslig verksamhet och egendom som har
betydelse f6r Sveriges sikerhet kan medféra sirbarheter for Sveriges

betydelse for Sver
Utvecklingsbehovet
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och upplitelse innebir 6verlitelser dessutom att den som tidigare
bedrivit verksamheten foérlorar mojligheten att paverka hur den
sikerhetskinsliga verksamheten och de sikerhetsskyddsklassificerade
uppgifterna kommer att anvindas efter éverldtelsen. Det ir proble-
matiskt att det inte finns nigon uttrycklig skyldighet fér verksam-
hetsutévaren att prova limpligheten av en 6verltelse av hela eller
delar av verksamheten eller av egendom 1 verksamheten som har bety-
delse for Sveriges sikerhet. Det ir dven problematiskt att det inte
finns ndgra mojligheter f6r samhillet att ingripa mot overldtelser
som ir olimpliga frin sikerhetsskyddssynpunkt.

Kontrollstation 1 och 2 tillimpas dven vid vissa overlitelser

Vi foreslar att kontrollstation 1 och 2 ska gilla dven nir en verksam-
hetsutévare som omfattas av sikerhetsskyddslagen avser att 6verlita

1. hela eller nigon del av den sikerhetskinsliga verksamheten, eller

2. ndgon egendom i den sdkerhetskinsliga verksamheten som har
betydelse for Sveriges sikerhet eller for ett for Sverige forplikt-
ande internationellt dtagande om sikerhetsskydd.

Om dessa forutsittningar ir uppfyllda ska verksamhetsutdvaren alltsd
genomfora en sirskild sikerhetsbedémning och limplighetsprov-
ning och direfter samrida med tillsynsmyndigheten, som fir fore-
ligga 6verldtaren att vidta dtgirder enligt sikerhetsskyddslagen och
de foreskrifter som har meddelats 1 anslutning till lagen. Om ett
foreliggande inte foljs eller om tillsynsmyndigheten bedémer att
overlatelsen dr olimplig frin sikerhetsskyddssynpunkt dven om ytter-
ligare &tgirder vidtas, far tillsynsmyndigheten besluta att ¢verltel-
sen inte fir genomféras. En skillnad i férhllande till utkontraktering,
upplételse och vissa andra férfaranden ir att samridet vid 6verlatelse
dven fir avslutas med ett foreliggande som innebir att 6verldtelsen
endast fir genomforas pd vissa villkor, vid pafoljd att dverldtelsen
annars ir ogiltig.

Vi foreslar vidare att kontrollstation 2 ska gilla dven den som av-
ser att overldta aktier eller andelar 1 sikerhetskinslig verksamhet.
Skilet dr bl.a. att det annars blir f6r litt att kringgd reglerna. Kraven
foreslds dock inte gilla 1 friga om den som avser att 6verldta aktier i
publika aktiebolag.
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Aven hir foreslar vi att ett féreliggande ska f§ overklagas till For-
valtningsritten 1 Stockholm, varvid tillsynsmyndigheten bor vara
motpart, och att férbud ska {8 6verklagas till regeringen. Prévnings-
tillstdnd bor krivas vid verklagande av férvaltningsrittens beslut.

Liksom nir det giller utkontraktering m.m. forslar vi att det dr
den samridsskyldige som ska inleda samrddet, men att det ska vara
tilldtet f6r tillsynsmyndigheten att initiera samridet om forutsitt-
ningarna fér samrddsskyldighet ir uppfyllda.

Vissa 6verldtelser anses ogiltiga

Vi foresldr att en verlitelse av sikerhetskinslig verksamhet eller
egendom ska vara ogiltig om den har genomférts trots att tillsyns-
myndigheten forbjudit dverldtelsen. Samma sak foreslds gilla om
samrddet har avslutats med ett foreliggande vid pafoljd av ogiltighet
och 6verldtelsen genomforts 1 strid med de villkor som stillts upp i
foreliggandet.

Om en samridspliktig overldtelse har genomforts utan samrdd
och forutsittningarna for ett férbud enligt kontrollstation 2 dr upp-
fyllda, foreslar vi att tillsynsmyndigheten ska kunna férbjuda over-
litelsen i efterhand. Aven i det fallet foreslar vi att 6verlitelsen ska
anses ogiltig.

Om en overldtelse ir ogiltig foreslir vi att tillsynsmyndigheten
ska ha en mojlighet att meddela de foreligganden mot 6verldtaren och
forvirvaren som behévs f6r att férhindra skada for Sveriges sikerhet,
och att férena foreliggandet med vite.

Viforeslar att foreligganden och f6rbud som nu avses ska £ 6ver-
klagas till regeringen.

En dndrad anmilningsplikt

Vi foreslr att anmilningsplikten 12 kap. 9 § forsta stycket nya siker-
hetsskyddsférordningen vid 6verldtelser av sikerhetskinslig verk-
samhet upphivs till {6]jd av vira forslag om samrad. Vi foreslar vidare
att denna ersitts av en anmilningsplikt for en verksamhetsutovare
som fir kinnedom om att nigon annan in verksamhetsutdvaren pla-
nerar att 6verldta eller har 6verldtit verksamheten eller sddan egen-
dom i verksamheten som har betydelse for Sveriges sikerhet eller f6r
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ett for Sverige férpliktande dtagande om sikerhetsskydd. Verksamhets-
utdvaren ska 1 ett sddant fall skyndsamt anmala forhallandet till till-

synsmyndigheten.

Forfarandet vid overlatelser av sakerhetskinslig verksamhet
och viss egendom

Figur 1.3
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Figur 1.4 Overlatelse som genomforts utan samrad
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Tvangsatgarder

Som har framg3tt i det foregiende foreslar vi att tillsynsmyndigheten
under vissa forhillanden ska kunna besluta om féreligganden och
forbud 1 samband med utkontraktering, upplitelse, 6verltelse och
vissa andra forfaranden. Om ett sidant férbud eller féreliggande
meddelats, féresldr vi att tillsynsmyndigheten dven ska kunna anséka
om att Stockholms tingsritt beslutar om sidana tvingsitgirder som
avses 1 15 kap. 1-3 §§ rittegdngsbalken, dvs. bland annat kvarstad.
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Ansdkan ska kunna beviljas om tvingsdtgirden behdvs f6r att inda-
mélet med forbudet eller foreliggandet inte ska motverkas och det
ir proportionerligt med en sddan tvingsdtgird. En tvingsdtgird ska
kunna beslutas dven om foreliggandet eller forbudet inte fitt laga
kraft.

Vidare foreslar vi att foljande ska gilla. Tillsynsmyndigheten &liggs
en skyldighet att genast meddela ritten nir syftet med en tvingsitgird
har uppnitts, eller det av ndgon annan anledning inte lingre finns
skil for dtgirden. Ritten ska omedelbart upphiva dtgirden om det
inte lingre finns skil for den och ska omprova dtgirden med fyra
veckors mellanrum. Atgirden fir inte upphivas utan hérande av till-
synsmyndigheten.

Figur 1.5 Tvangsatgirder
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En forbattrad tillsyn med utokade befogenheter
Utvecklingsbehovet

Vi har identifierat ett antal brister nir det giller tillsynsverksam-
heten och regleringen av tillsynen pd sikerhetsskyddsomridet. Vi
har till att bérja med konstaterat att det inte dr definierat och av-
grinsat vad tillsynen syftar till och avser. Ingen myndighet har en
samlad bild 6ver tillsynen. Vidare saknas det reglering om hur till-
synsmyndigheterna ska utbyta hotinformation med Sikerhetspolisen
och Forsvarsmakten.

Nir det giller sjilva tillsynen konstaterar vi att tillsyn hittills har
bedrivits 1 alltfér begrinsad omfattning. Vidare anser vi att tillsyns-
myndigheterna saknar de befogenheter som krivs f6r att de ska kunna
genomfora en effektiv tillsyn och dstadkomma rittelse. Tillsyns-
kompetensen behéver 6ka hos ménga tillsynsmyndigheter och det
behéver skapas en dverblick dver vilka tillsynsobjekt som finns inom
respektive tillsynsomride.

Sikerhetspolisen och Forsvarsmakten
blir samordningsmyndigheter

Med utgdngspunkt i1 utvecklingsbehovet foresldr vi att Sikerhets-
polisen och Forsvarsmakten ska vara samordningsmyndigheter.
I denna roll ligger att de ska ansvara f6r att f6lja upp, utvirdera och
utveckla tillsynsarbetet, i samrdd utveckla och tillhandahilla metod-
stdd for tillsyn, verka for erfarenhetsutbyte och férmedla relevant
hotinformation till tillsynsmyndigheterna.

En utvecklad tillsynsstruktur

Vi foreslar dven en delvis ny tillsynsstruktur som bygger pd att Siker-
hetspolisens och Férsvarsmaktens resurser 1 huvudsak ska liggas pd
ansvaret som samordningsmyndighet och tillsyn éver de allra mest
skyddsvirda verksamheterna. Vi féreslir en tillsynsmyndighet for
varje sakomrdde dir det typiskt sett bedrivs sikerhetskinslig verksam-
het, och bygger valet bl.a. p befintlig sak- och tillsynskompetens.
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Ett antal myndigheter foreslds fi fortsatt ansvar for att bedriva
tillsyn enligt nya sikerhetsskyddslagen, nimligen Forsvarsmakten,
Sikerhetspolisen, Affirsverket svenska kraftnit, Transportstyrelsen,
Post- och telestyrelsen samt linsstyrelserna i Stockholms, Skéne,
Vistra Gotalands och Norrbottens lin. Vi féresldr ocksd att Forsva-
rets materielverk, Finansinspektionen, Statens energimyndighet och
Strdlsikerhetsmyndigheten blir nya tillsynsmyndigheter. Vidare fore-
sldr vi att ett antal linsstyrelser inte lingre ska bedriva tillsyn, nim-
ligen linsstyrelserna 1 Blekinge, Dalarnas lin, Gotlands lin, Givle-
borg, Hallands lin, Jimtlands lin, Jénk&pings lin, Kalmar lin, Krono-
bergs lin, Sodermanlands lin, Uppsala lin, Virmland, Visterbotten,
Visternorrland, Vistmanlands lin, Orebro lin och Ostergétland.

Sikerhetspolisen och Forsvarsmakten kan ta over
tillsynsansvaret

Det kan uppstd situationer dir det finns ett behov av att Sikerhets-
polisen eller Férsvarsmakten utévar tillsyn 6ver ett tillsynsobjekt som
ligger under nigon annan myndighets ordinarie tillsynsansvar. Ett
exempel kan vara nir det pd grund av férindrade omstindigheter ir
nodvindigt for att snabbt kunna agera och se till att dtgirder vidtas.
Ett annat exempel kan vara att det inom ramen {or ett samridsfor-
farande infér t.ex. en utkontraktering eller 6verlitelse av sikerhets-
kinslig verksamhet uppmirksammas att drendet inrymmer sirskilt
kinsliga uppgifter som inte bér hanteras av den ordinarie tillsyns-
myndigheten. Vi foreslir dirfor att Sikerhetspolisen och Férsvars-
makten ges mojlighet att ta 6ver tillsynsansvaret 6ver tillsynsobjekt
som tillhor en annan tillsynsmyndighets ansvarsomride om det finns
sirskilda skil. Nir det inte lingre finns skil for 6vertagandet ska till-
synsansvaret enligt forslaget dterga till tillsynsmyndigheten.

Tillsynens syfte och innehall fortydligas

Det bor dven i fortsittningen anges i sikerhetsskyddslagen att till-
synsmyndigheten ska utéva tillsyn 6ver sikerhetsskyddet hos myn-
digheter och andra som lagen giller fér. M6jligheten att utdva tillsyn
hos den som triffat ett sikerhetsskyddsavtal bér anpassas till vira
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forslag om att sidana avtal inte bara ska kunna ingds med leveran-
torer utan ocksd med andra utomstiende aktorer. Vi foresldr vidare
att det fortydligas att tillsynen gir ut pd kontroll av att sikerhets-
skyddslagen och foreskrifter som har meddelats i anslutning till lagen

foljs.

Tillsynsmyndigheterna fir nya undersékningsbefogenheter

I syfte att forstirka och effektivisera tillsynen foreslr vi flera nya
undersokningsbefogenheter och dessutom en informationsskyldig-
het for tillsynsobjekten. Vi féresldr att tillsynsmyndigheten ges ritt att

— 1iden omfattning det behovs for tillsynen f3 tilltride till omriden,
lokaler och andra utrymmen, dock inte bostider, som anvinds 1
verksamhet som omfattas av tillsyn,

— begira handrickning av Kronofogdemyndigheten for att genom-
fora tillsynsitgirder, och

— foreligga den som stdr under tillsyn att tillhandahilla information
och att ge tilltride till lokaler och liknande och att forena fore-
liggandet med vite.

Vi foreslar vidare en uttrycklig skyldighet f6r den som stir under
tillsyn att pd begiran ge tillsynsmyndigheten den information som
behovs for tillsynen.

Tillsynsmyndigheten fir meddela dtgirdsforeligganden
for att dstadkomma rittelse

Vi foresldr att tillsynsmyndigheten ska fi besluta de foreligganden
som behovs for att de som omfattas av tillsyn enligt sikerhetsskydds-
lagen ska fullgora skyldigheter enligt lagen eller féreskrifter som har
meddelats 1 anslutning till den (dtgirdsforeliggande) och att sddana
foreligganden ska f3 férenas med vite.
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Overklagande

Vi foreslar att foreligganden som utfirdas 1 samband med tillsyn ska
kunna 6verklagas till Férvaltningsritten i Stockholm, varvid tillsyns-
myndigheten bor vara motpart. Prévningstillstdnd bér krivas vid éver-
klagande till kammarritten.

Forbattrad 6verblick 6ver tillsynsobjekten

Utan en samlad bild 6ver den sikerhetskinsliga verksamhet som be-
drivs inom respektive ansvarsomrdde ir det enligt vdr mening inte
mojligt for tillsynsmyndigheten att planera och bedriva en effektiv
tillsyn. Vi foreslar dirfor att den som bedriver sikerhetskinslig verk-
samhet 8liggs en skyldighet att utan dréjsmél anmila detta till tll-
synsmyndigheten, och att dven utan dréjsmil anmila nir den siker-
hetskinsliga verksamheten upphér. Som kommer att utvecklas under
nista rubrik foreslir vi vidare att underlitelse att fullgéra anmil-
ningsplikten beliggs med sanktionsavgift.

Vidare foreslar vi att tillsynsmyndigheten genom en systematisk
och regelbunden kartliggning ska identifiera de verksamheter inom
tillsynsmyndighetens ansvarsomridde som omfattas av sikerhets-
skyddslagen och hilla en uppdaterad forteckning dver dessa.

Ett system med sanktioner
Sanktionsavgift i stillet for straffsanktioner

Vi har évervigt om det bor inféras sirskilda straffbestimmelser fér
overtridelse av bestimmelserna 1 sikerhetsskyddslagen och de fore-
skrifter som meddelats med st6d av den lagen. Vir bedémning ir
dock att det dr mer limpligt att man infor regler om att tillsyns-
myndigheten kan besluta om sanktionsavgift.
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Sanktionerade overtridelser

Vi foreslar att tillsynsmyndigheten ska ta ut en sanktionsavgift av
den verksamhetsutvare som underldter att

— anmila att den sikerhetskinsliga verksamheten bedrivs eller har
upphort,

— utfora eller uppdatera en sikerhetsskyddsanalys,
— vidta sikerhetsskyddsdtgirder,
— sikerhetsskyddsklassificera uppgifter,

— kontrollera sikerhetsskyddet 1 den egna verksamheten eller att
fullgéra anmilnings- eller rapporteringsplikt,

— ingd ett sikerhetsskyddsavtal eller som ingdr ett sikerhetsskydds-
avtal som ir bristfilligt 1 visentlig mén, eller

— utse en sikerhetsskyddschef (se lingre fram om véra forslag 1 friga
om en utvidgad skyldighet att ha en sddan chef).

Vi foresldr ocksd att sanktionsavgift ska tas ut av en verksamhets-
utdvare som inleder ett férfarande eller genomfor en samridspliktig
overldtelse 1 strid med ett meddelat f6rbud eller utan att fullgéra
samridsskyldigheten. Detsamma foreslds gilla en verksamhetsutdvare
som genomfdr en verldtelse 1 strid med villkor som meddelats i
samband med att samridet avslutades. Vi foreslir vidare att en verk-
samhetsutdvare som limnar oriktiga uppgifter i samband med tillsyn
eller samrdd ska kunna 8liggas sanktionsavgift.

Enligt vira forslag ska sanktionsavgift dven tas ut av en aktie- eller
andelsigare som genomfor en dverldtelse utan att fullgdra sin sam-
radsskyldighet eller i strid med ett meddelat f6rbud eller villkor, eller
som limnar oriktiga uppgifter vid samridet.

Sanktionsavgift ska alltid tas ut

Vi foresldr att regleringen om sanktionsavgifter ska bygga pa strike
ansvar och att det ska vara obligatoriskt att ta ut sanktionsavgift nir
en bestimmelse i sikerhetsskyddslagstiftningen som kan féranleda
avgift har dvertritts.
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Sanktionsavgiftens storlek

Avgiften bér bestimmas till ligst 5 000 kronor och hogst 10 miljo-
ner kronor. Nir sanktionsavgiftens storlek bestims 1 det enskilda
fallet foreslar vi att sirskild hinsyn ska tas till den skada eller sirbar-
het f6r Sveriges sikerhet som uppstitt till foljd av dvertridelsen, till
om den avgiftsskyldige tidigare begtt en 6vertridelse och till de kost-
nader som den avgiftsskyldige undvikit till {6]jd av 6vertridelsen. Vi
foresldr att sanktionsavgiften ska kunna efterges helt eller delvis om
overtridelsen ir ringa eller ursiktlig eller om det annars med hinsyn
till omstindigheterna skulle vara oskiligt att ta ut avgiften.

Hinder mot sanktionsavgift

Vi foreslir att tillsynsmyndigheten inte ska fi ingripa med sank-
tionsavgift om dvertridelsen omfattas av ett féreliggande om vite och
dvertridelsen ligger till grund f6r en ansékan om utdémande av vitet.

Forfarandet vid beslut om sanktionsavgift

I friga om forfarandet foreslir vi att f6ljande ska gilla. Sanktions-
avgift fir inte beslutas om den som anspriket riktas mot inte har
getts tillfille att yttra sig inom tv3 4r efter dvertridelsen. Ett beslut
om sanktionsavgift ska delges. Sanktionsavgiften ska betalas till till-
synsmyndigheten inom 30 dagar frdn det att beslutet om att ta ut
avgiften har fitt laga kraft eller inom den lingre tid som anges 1
beslutet. Om sanktionsavgiften inte betalas inom denna tid, ska till-
synsmyndigheten limna den obetalda avgiften fér indrivning. Vid
indrivning ska verkstillighet fi ske enligt utsokningsbalken. En be-
slutad sanktionsavgift ska falla bort till den del beslutet om avgiften
inte har verkstillts inom fem &r frin det att beslutet fick laga kraft.
Sanktionsavgifter ska tillfalla staten. Beslutet dverklagas till Forvalt-
ningsritten 1 Stockholm, varvid tillsynsmyndigheten dr motpart. Prov-
ningstillstdnd boér krivas vid 6verklagande till kammarritten.

24



Sammanfattning

Tre nya kapitel i sdakerhetsskyddslagen

Vira forslag om férebyggande &tgirder 1 samband med bl.a. utkon-
traktering och 6verlitelse dr omfattande och bestimmelserna passar
inte sirskilt vil in 1 ndgot av de befintliga kapitlen i nya sikerhets-
skyddslagen. Vi foreslar dirfor att det inférs ett nytt kapitel, kallat
2 a kap. Vi foreslir ocksd att det inférs ett nytt 4 a kap. om tillsyn
och ett 4 b kap. om ingripande och sanktioner.

Ovriga forslag

Vilimnar dven vissa andra forslag, diribland om skirpta krav p8 upp-
datering av sikerhetsskyddsanalys och en fortydligad koppling mellan
sikerhetsskyddsavtal och sikerhetsprévning. Ett viktigt forslag hand-
lar om sikerhetsskyddschefer. Var kartliggning visar att sikerhets-
skyddsfrigor ofta far en alltfér undanskymd roll i verksamheten och
att andra hinsyn, inte minst ekonomiska sddana, ges en 6verordnad
roll. Detta kan bl.a. innebira att sikerhetsskyddsfrigor inte beaktas
tillrickligt 1 samband med utkontraktering och andra férfaranden
dir utomstdende aktorer involveras 1 den sikerhetskinsliga verksam-
heten. Vi foresldr dirfor att alla sikerhetskinsliga verksamheter ska
ha en sikerhetsskyddschef, om det inte ir uppenbart obehévligt. Vi
foresldr vidare att sikerhetsskyddschefens roll fortydligas och att
det stills krav pd att sikerhetsskyddschefen ska vara direkt under-
stilld den person som ir ansvarig for verksamhetsutdvarens verk-
samhet.
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What is protective security?

‘Protective security’ means the protection of security-sensitive activ-
ities against espionage, sabotage, terrorist offences and other crimes
that could threaten those activities, and the protection of classified
information in other cases. The Protective Security Act protects ac-
tivities that are of importance for Sweden’s security from a national
perspective. That means that many activities may be of vital public
importance without being regarded, for that reason, as security-
sensitive within the meaning of the Protective Security Act. The
concern is thus to protect those activities that are in greatest need of
protection, primarily against antagonistic attacks. Protective securi-
ty also encompasses activities covered by an international protective
security commitment that is binding on Sweden.

Our remit

On 16 May 2018 the Riksdag passed a new Protective Security Act,
which will come into force on 1 April 2019 (Riksdag Comm.
2017/18:289, SFS 2018:585). The Protective Security Ordinance
(2018:658) will enter into force at the same time. In this report, we
refer to the Act and the Ordinance as the new Protective Security Act
and the new Protective Security Ordinance, respectively. The Protec-
tive Security Act (1996:627) and the Protective Security Ordinance
(1996:633) in force up to now are referred to here as the old Protec-
tive Security Act and the old Protective Security Ordinance.

The new regulatory framework is based in large part on the pro-
posals put forward in the report En ny sikerbetsskyddslag (A new
Protective Security Act, SOU 2015:25). Our remit is to supplement
in certain respects the proposals set out there. We are to present
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complete legislative proposals, but not to consider amendments to
any of the fundamental laws of Sweden. Among other things, we are
to

— explore the need to prevent classified information or other secu-
rity-sensitive activities being exposed to risks in connection with
the outsourcing, grant of use or transfer of ownership of such activ-
ities, and propose various preventive measures, such as permitting
arrangements,

— propose a system of sanctions as part of the protective security
legislation,

— propose how supervision under the protective security legislation
should be designed so as to serve its intended purpose, and

— analyse and make proposals on the extent to which operators un-
dertaking security-sensitive activities should be required to enter
into protective security agreements when concluding agreements
with outside parties that affect those security-sensitive activities.

Our main proposals are summarised in the following.

Requirement to enter into protective security agreements
should be extended

Protection must be maintained, regardless of where activities
are undertaken

A fundamental principle of protective security is that the interests
which the legislation seeks to safeguard should enjoy the same pro-
tection, regardless of whether activities are undertaken by the public
sector or by private parties. The provisions on protective security
agreements reflect this principle. Under Chapter 2, Section 6, of the
new Protective Security Act, central government authorities, munici-
palities and county councils which intend to conduct a procurement
and conclude an agreement relating to supplies, services or works are
required in certain cases to enter into a protective security agreement
with the supplier. In this agreement it must be stated how protective
security requirements are to be met. Under the provisions, the re-
quirement to enter into a protective security agreement will also
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apply to private operators in corresponding situations. A starting
point for our deliberations on extending the requirement to enter
into a protective security agreement is that protection of the infor-
mation or activities has to be maintained when a party undertaking
security-sensitive activities intends to give an outside party access to
classified information or to other security-sensitive activities.

There are situations where the absence of a protective security
agreement could have adverse consequences

There are situations in which classified information or other security-
sensitive activities are exposed to outside parties, but where there is
no requirement to enter into a protective security agreement. One
example of this could be various forms of collaboration and coop-
eration that do not involve the acquisition of supplies, services or
works. Another example could be situations where it is the critical
assets of the supplier and not the purchaser that need to be pro-
tected. The provisions on protective security agreements do not
cover such cases, being based on the purchaser imposing protective
security requirements on a supplier. There are also situations where
it is unclear whether there is a requirement to enter into a protective
security agreement.

If a protective security agreement is not required in all relevant
situations where classified information or other security-sensitive
activities will be exposed to outside parties, the likelihood increases
of the other party not taking the necessary protective security mea-
sures. This is true even if the outside party also undertakes security-
sensitive activities and is thus subject to the provisions of the Pro-
tective Security Act. The absence of a protective security agreement
could ultimately result in damage to Sweden’s security.

Requirement should apply in many more situations

We propose that the requirement to enter into a protective security
agreement should be extended so as also to apply to other proce-
dures than procurements and other acquisitions. This extended re-
quirement means that a party undertaking security-sensitive activi-
ties (the operator) has to enter into a protective security agreement
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as soon as the operator intends to conduct a procurement, conclude
an agreement or commence any other form of cooperation or collab-
oration with an outside party, if the procedure

1. involves the possibility of the outside party gaining access to clas-
sified information with a security classification of Confidential
or higher, or

2. in any other respect relates to or could give the outside party
access to security-sensitive activities of corresponding importance
for Sweden’s security.

Exemption for procedures between central government
authorities

It is our assessment that there is no evident need for central govern-
ment authorities cooperating or collaborating on something other
than an acquisition to be required to enter into a protective security
agreement, and that there would, moreover, be disadvantages in
having such a requirement. We therefore propose that the require-
ment to enter into a protective security agreement should not apply
to collaboration and cooperation between two or more central gov-
ernment authorities relating to something other than an acquisition
of supplies, services or works.

Government can make provision for and grant exemptions

We are also of the view that the Government should be able to make
provision for exemptions from the requirement to enter into a pro-
tective security agreement, for example for acquisitions between cer-
tain authorities, and to grant exemptions in individual cases. We
therefore propose that it be given powers in these respects.
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Requirement to enter into a protective security agreement

Figure 1.1
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Preventive measures in connection with outsourcing,

grants of use and certain other procedures

Areas requiring development

Our survey shows that there are a number of shortcomings in pro-

tective security arrangements, which manifest themselves, for exam-

ple, in connection with outsourcing of security-sensitive activities,
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but also in connection with certain grants of use and other proce-
dures whereby outside parties are involved in security-sensitive
activities. Some of these shortcomings relate to protective security
in general, for example where an operator does not apply the pro-
tective security rules or has an inadequate understanding of its criti-
cal assets. Such shortcomings are accentuated when the operator
outsources some of its security-sensitive activities or in some other
way involves outside parties in them. Other shortcomings are
specifically concerned with various procedures whereby outside
parties are involved in security-sensitive activities, including out-
sourcing and grants of use, but also other procedures. These short-
comings may relate to the fact that an assessment is not always made
of whether the procedure is suitable or that it is difficult to assess its
suitability; that there may be inadequacies in protective security
agreements; that the procedure is not monitored while it is ongoing;
or that the authorities do not have sufficient scope to intervene
against procedures that are unsuitable from a protective security
point of view.

A broad approach

In the light of our survey of areas requiring development, we pro-
pose a number of preventive measures that are not only aimed at
outsourcing and grants of use, but that may also be relevant in con-
nection with certain other procedures involving outside parties. We
have divided these measures into a number of steps, which we refer
to as checkpoints. The proposals making up the first two checkpoints
are based partly on the provisions of Chapter 2, Section 6, of the new
Protective Security Ordinance. The proposals are as follows.

Checkpoint 1 - Special security assessment and self-assessment

of suitability

The first checkpoint applies to a party that is engaged in security-
sensitive activities and that intends to carry out a procedure for which
a protective security agreement is required. Before the procedure is
commenced, the operator must identify, by means of a special security
assessment, what classified information or other security-sensitive
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activities, requiring protective security, the outside party could gain
access to. Based on this special security assessment and the overall
circumstances, the operator must assess whether the planned proce-
dure is suitable from a protective security point of view (suitability
assessment).

If the suitability assessment leads to the conclusion that the
planned procedure is unsuitable from a protective security point of
view, the procedure may not be commenced. This is expressly stated
in the legislation. The special security assessment and suitability
assessment must be documented.

Checkpoint 2 — Consultation, orders and prohibitions

The second checkpoint includes, among other things, a requirement
on operators planning to commence a procedure to consult the super-
visory authority in certain cases. This consultation requirement
applies if the planned procedure requires a protective security agree-
ment and

1. involves the possibility of the outside party gaining access to or
having the opportunity to store classified information with a secu-
rity classification of Secret or higher outside the operator’s pre-
mises,

2. constitutes a grant of use that could give the outside party access
to other security-sensitive activities of corresponding importance
for Sweden’s security, or

3. gives the outside party access to information systems outside the
operator’s premises, and access to those systems could result in
serious damage to Sweden’s security.

The second checkpoint also includes a possibility for the supervisory
authority to order the operator to take measures as provided in the
Protective Security Act and regulations made pursuant to the Act.
If an order is not complied with, or if the supervisory authority
deems the planned procedure to be unsuitable from a protective
security point of view even if additional measures are taken, the
supervisory authority may decide that the operator may not carry
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out the planned procedure. An order may only be made, or a pro-
hibition issued, if the reasons for the measure outweigh the damage
or other disadvantage which the measure entails for public or private
interests.

We propose that an appeal against an order should lie to the Ad-
ministrative Court in Stockholm, with the supervisory authority as
the respondent. Permission to appeal should be required for any
appeal to the Administrative Court of Appeal. It is proposed that an
appeal against a prohibition should lie to the Government. Private
individuals can request a review of the Government’s decision under
the Act on Judicial Review of Certain Government Decisions
(2006:304).

The proposals are based on operators themselves being required
to initiate consultation. It may be the case, however, that an operator
fails to do so, either deliberately or as an oversight. We therefore
propose that the supervisory authority, too, should be able to initiate
consultation if the circumstances are such that consultation is
required.

Checkpoint 3

The third checkpoint is a kind of ‘emergency brake’ that gives the
supervisory authority the possibility of intervening against an on-
going procedure, for example outsourcing or other collaboration
that is in progress. If such an ongoing procedure for which a pro-
tective security agreement is required is unsuitable from a protective
security point of view, the supervisory authority may order the
operator or the outside party involved in the procedure to take such
measures as are necessary to prevent damage to Sweden’s security.
This order may, among other things, require the whole or part of the
procedure to be discontinued. An order may only be made if the
reasons for the measure outweigh the damage or other disadvantage
which the measure entails for public or private interests.

The order may be made on penalty of a fine and may be appealed
to the Government.
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Clearer monitoring requirements

It is of great importance that operators monitor ongoing outsour-
cing and other ongoing collaborations and procedures where a pro-
tective security agreement has been entered into. We therefore pro-
pose provisions to the effect that the operator has both the right and
the obligation to revise the protective security agreement if changes
in circumstances make this necessary.
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Procedure in connection with outsourcing, grants of use

and certain other procedures

Figure 1.2
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Areas requiring development

Transfers of ownership of security-sensitive activities and property

that is of importance for Sweden’s security may result in vulnerabili-

ties with respect to Sweden’s security. Unlike other procedures, such
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as outsourcing and grants of use, moreover, transfers of ownership
mean that the party previously undertaking the activities will no
longer be able to influence how the security-sensitive activities and
the classified information are used following the transfer. It is prob-
lematic that there is no express requirement on the operator to assess
the suitability of a transfer of ownership of the whole or parts of the
activities or of property involved in the activities that is of impor-
tance for Sweden’s security. It is also problematic that there is no
possibility for the authorities to intervene against transfers that are
unsuitable from a protective security point of view.

Checkpoints 1 and 2 should also apply to certain transfers

We propose that Checkpoints 1 and 2 should also apply when an
operator subject to the provisions of the Protective Security Act
intends to transfer ownership of

1. the whole or any part of its security-sensitive activities, or

2. any property involved in its security-sensitive activities that is of
importance for Sweden’s security or for an international protec-
tive security commitment that is binding on Sweden.

Thus, if these conditions are met, the operator must carry out a
special security assessment and a suitability assessment and subse-
quently consult the supervisory authority, which may order the
transferor to take measures as provided in the Protective Security
Act and regulations made pursuant to the Act. If an order is not
complied with, or if the supervisory authority deems the transfer to
be unsuitable from a protective security point of view even if addi-
tional measures are taken, the supervisory authority may decide that
the transfer may not be effected. One difference compared with
outsourcing, grants of use and certain other procedures is that, in
the case of a transfer of ownership, consultation may also conclude
with an order stipulating that the transfer may only be effected on
certain conditions, failing which the transfer will be void.

We further propose that Checkpoint 2 should also apply to a
party intending to transfer ownership of shares or other forms of
participation in security-sensitive activities. This is partly because it
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will otherwise be too easy to circumvent the rules. It is not pro-
posed, however, that these requirements should apply to a party in-
tending to transfer shares in a public limited company.

In this case, too, we propose that an appeal against an order
should lie to the Administrative Court in Stockholm, with the super-
visory authority as the respondent, and that an appeal against a
prohibition should lie to the Government. Permission to appeal
should be required for any appeal against a decision of the Admini-
strative Court.

As in the case of outsourcing etc., we propose that the party
required to consult should initiate the consultation, but that it
should be permissible for the supervisory authority to initiate con-
sultation if the circumstances are such that consultation is required.

Certain transfers of ownership to be deemed void

We propose that a transfer of ownership of security-sensitive activ-
ities or property should be void if it has been effected despite being
prohibited by the supervisory authority. It is proposed that the same
should apply if consultation has concluded with an order setting con-
ditions, failing which the transfer will be void, and the transfer has
been effected contrary to those conditions.

If a transfer requiring consultation has been effected without con-
sultation and the conditions for a prohibition in accordance with
Checkpoint 2 are met, we propose that the supervisory authority
should be able to prohibit the transfer retroactively. In that situa-
tion, too, we propose that the transfer should be deemed void.

If a transfer of ownership is void, we propose that the supervisory
authority should have the possibility of making such orders in rela-
tion to the transferor and the transferee as are necessary to prevent
damage to Sweden’s security, and of making any such order on penal-
ty of a fine.

We propose that an appeal against orders and prohibitions re-
ferred to here should lie to the Government.
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Changes to the notification requirement

We propose that the notification requirement set out in Chapter 2,
Section 9, first paragraph, of the new Protective Security Ordinance
for transfers of ownership of security-sensitive activities should be
abolished as a consequence of our proposals on consultation. We
further propose that it should be replaced by a notification require-
ment applying to an operator that becomes aware that a party other
than the operator is planning to transfer or has transferred owner-
ship of the operator’s activities or of such property involved in those
activities as is of importance for Sweden’s security or for an interna-
tional protective security commitment that is binding on Sweden. In
such a situation, the operator must promptly notify the supervisory
authority of this fact.
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-sensitive

Procedure for transfers of ownership of security

Figure 1.3
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Figure 1.4  Transfer of ownership effected without consultation
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Transfer effected without
consultation being completed

Coercive measures

As set out above, we propose that, under certain circumstances, the
supervisory authority should be able to make orders and issue prohi-
bitions in connection with outsourcing, grants of use, transfers of
ownership and certain other procedures. If such a prohibition has
been issued or such an order made, we propose that the supervisory
authority should also be able to apply to Stockholm District Court
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for an order imposing coercive measures as referred to in Chapter 15,
Sections 1-3, of the Code of Judicial Procedure, i.e. including pro-
visional attachment (restraint of assets). The Court should be able
to grant the application if the coercive measure is necessary to pre-
vent the purpose of the prohibition or order being obstructed and
such a coercive measure is proportionate. A coercive measure may
be ordered even if the order or prohibition has not become final and
non-appealable.

In addition, we propose that the following should apply. The
supervisory authority will be required to inform the Court imme-
diately when the purpose of a coercive measure has been achieved,
or when for any other reason grounds for the measure no longer
exist. The Court must immediately revoke the measure if grounds
for it no longer exist and must review the measure at four-weekly
intervals. The measure may not be revoked without consultation
with the supervisory authority.
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Figure 1.5  Coercive measures

To be reviewed every four weeks
To be revoked when no longer necessary

Has an order been made or a prohibition issued as referred to

Is a coercive measure under Chapter 15, Sections 1-3, of the
Code of Judicial Procedure necessary to prevent the purpose

of the prohibition or order being obstructed?

©
=
[}
e
2
o
>
]
E
% st
A n » [ " 3
— 4} 4 = ] o
o > > 2 o > o
o © O L o
o —>1 > gg | =5
— S Zg
) 2T 8 g
— S g £ E
jo) [ o o
5 g9 25
& © g X~ 'C
— © Q =
w o v
0 2 0

c A O e o

<}
o
%Z S

Improved supervision with increased powers
Areas requiring development

We have identified a number of shortcomings when it comes to super-
visory activities and the regulation of supervision in the area of pro-
tective security. To begin with, we have noted that the purpose and
subject matter of supervision have not been defined and delimited.
No single authority has an overall picture of supervision. Further-
more, there are no provisions regulating how the supervisory author-
ities should exchange threat information with the Swedish Security
Service and the Swedish Armed Forces.
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As regards supervision itself, we note that, up to now, supervision
has been undertaken on too limited a scale. We are also of the opin-
ion that the supervisory authorities lack the powers they require to
be able to exercise effective supervision and bring about remedial
action. Many supervisory authorities need to enhance their supervi-
sory capabilities, and an overview needs to be created of what activi-
ties subject to supervision exist in each area of supervision.

Swedish Security Service and Swedish Armed Forces
to be coordinating authorities

In the light of the areas for development identified, we propose that
the Swedish Security Service and the Swedish Armed Forces should
serve as coordinating authorities. This role involves a responsibility
to monitor, evaluate and develop supervisory activities, to work in
consultation to develop and provide methodological support for
supervision, to promote an exchange of experience, and to commu-
nicate relevant threat information to the supervisory authorities.

Developing the supervisory structure

We also propose a partly new supervisory structure, based on the
resources of the Swedish Security Service and the Swedish Armed
Forces being devoted mainly to their responsibilities as coordinating
authorities and to supervision of the activities in greatest need of
protection. We propose one supervisory authority for each sector in
which security-sensitive activities are typically undertaken, basing
our choice in part on existing specialist and supervisory capabilities.

It is proposed that a number of authorities should continue to be
responsible for supervision under the new Protective Security Act,
namely the Swedish Armed Forces, the Swedish Security Services,
Affirsverket Svenska Kraftnit (the Swedish national grid), the
Swedish Transport Agency, the Swedish Post and Telecom Author-
ity, and the county administrative boards of the counties of Stock-
holm, Skéne, Vistra Gétaland and Norrbotten. We also propose that
the Defence Materiel Administration, the Swedish Financial Super-
visory Authority, the Swedish Energy Agency and the Swedish Radia-
tion Safety Authority should become new supervisory authorities.
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Further, we propose that a number of county administrative boards
should no longer undertake supervision, namely those of the coun-
ties of Blekinge, Dalarna, Givleborg, Gotland, Halland, Jimtland,
Jonkoping, Kalmar, Kronoberg, Orebro, Ostergétland, Séderman-
land, Uppsala, Virmland, Visterbotten, Visternorrland and Vist-
manland.

Swedish Security Service and Swedish Armed Forces
can take over supervisory responsibility

Situations may arise in which there is a need for the Swedish Security
Service or the Swedish Armed Forces to exercise supervision over an
activity subject to supervision that normally falls within the super-
visory responsibility of another authority. One example could be
when, owing to changes in circumstances, this is necessary to be able
to act quickly and ensure that measures are taken. Another example
could be when, within the framework of a consultation procedure
prior to outsourcing or transfer of ownership of security-sensitive
activities, for example, it emerges that the matter involves particu-
larly sensitive information which should not be handled by the reg-
ular supervisory authority. We therefore propose that the Swedish
Security Service and the Swedish Armed Forces should be given the
possibility of taking over supervisory responsibility for activities sub-
ject to supervision that belong to another supervisory authority’s
area of responsibility, if special reasons exist for doing so. When the
reasons for taking over responsibility no longer exist, supervisory
responsibility should, according to the proposal, revert to the super-
visory authority concerned.

Claritying the purpose and subject matter of supervision

It should continue to be stated in the Protective Security Act that
the supervisory authority is to exercise supervision over protective
security within authorities and other parties to which the Act
applies. The possibility of exercising supervision over a party that
has entered into a protective security agreement should be adapted
to our proposals to allow such agreements to be entered into not
only with suppliers, but also with other outside parties. We further
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propose that it should be made clear that the purpose of supervision
is to monitor compliance with the Protective Security Act and regu-
lations made pursuant to the Act.

New powers of investigation for supervisory authorities

With a view to strengthening supervision and making it more effec-
tive, we propose several new powers of investigation, as well as an
information requirement applying to activities subject to supervision.
We propose that the supervisory authority should be given the right

— to gain access, to the extent necessary for supervision, to areas,
premises and other spaces, but not dwellings, that are used in activ-
ities subject to supervision,

— to request assistance from the Swedish Enforcement Authority
to carry out supervisory measures, and

— to order a party that is subject to supervision to provide infor-
mation and grant access to premises etc., and to make such an
order on penalty of a fine.

Further, we propose an express requirement on a party that is sub-
ject to supervision to provide the supervisory authority, on request,
with such information as is necessary for supervision.

Supervisory authority may make orders to bring about remedial
action

We propose that the supervisory authority should be able to make
such orders as are necessary to ensure that those subject to super-
vision under the Protective Security Act fulfil requirements under
the Act or under regulations made pursuant to it (remedial orders),
and that such an order may be made on penalty of a fine.
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Appeal

We propose that an appeal against orders made in conjunction with
supervision should lie to the Administrative Court in Stockholm,
with the supervisory authority as the respondent. Permission to appeal
should be required for any appeal to the Administrative Court of
Appeal.

Improved overview of activities subject to supervision

Without an overall picture of the security-sensitive activities under-
taken in each area of responsibility, it is in our opinion not possible
for the supervisory authority to plan and exercise effective super-
vision. We therefore propose that a party undertaking security-sensitive
activities should be made subject to a requirement to notify the
supervisory authority of this fact without delay, and also to notify
the authority without delay when those security-sensitive activities
cease. As will be developed under the next heading, we further
propose that failure to comply with this notification requirement
should render the party liable to an administrative fine.

In addition, we propose that, by means of systematic and regular
surveys, the supervisory authority should identify the activities in its
area of responsibility that are subject to the provisions of the Pro-
tective Security Act, and maintain an up-to-date list of those activi-
ties.

A system of sanctions
Administrative fines rather than penal sanctions

We have considered whether special penal provisions should be in-
troduced for infringements of the provisions of the Protective Secu-
rity Act and of regulations made pursuant to the Act. Our assess-
ment, however, is that it is more appropriate to introduce rules
enabling the supervisory authority to impose administrative fines.
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Infringements subject to sanctions

We propose that the supervisory authority should impose an admini-
strative fine on any operator that fails to

notify the supervisory authority that security-sensitive activities
are being undertaken or have ceased,

— carry out or update a protective security analysis,
— take protective security measures,
— classify information,

— monitor protective security in its own activities or comply with a
notification or reporting requirement,

— enter Into a protective security agreement, or that enters into a
protective security agreement that is deficient to a material degree,
or

— appoint a protective security manager (see below concerning our
proposals to extend the requirement to have such a manager).

We also propose that an administrative fine should be imposed on
an operator that commences a procedure or effects a transfer of own-
ership requiring consultation, in contravention of a prohibition that
has been issued or without complying with the consultation require-
ment. It is proposed that the same should apply to an operator that
effects a transfer of ownership contrary to conditions set when con-
sultation was concluded. We further propose that it should be pos-
sible to impose an administrative fine on an operator that provides
false information in conjunction with supervision or consultation.
According to our proposals, an administrative fine should also be
imposed on a holder of shares or other forms of participation who
effects a transfer of ownership without complying with the consul-
tation requirement incumbent on them, or in contravention of a
prohibition that has been issued or a condition that has been set, or
who provides false information in conjunction with consultation.
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An administrative fine must always be imposed

We propose that the provisions on administrative fines should be
based on strict liability and that it should be mandatory to impose
such a fine when a provision of the protective security legislation
that can give rise to a fine has been infringed.

Amount of the administrative fine

The fine should be set at a minimum of SEK 5 000 and a maximum
of SEK 10 million. In determining the amount of the administrative
fine in each individual case, particular account is to be taken of the
damage or vulnerability with respect to Sweden’s security that has
arisen as a result of the infringement, of whether the party fined has
previously committed an infringement, and of the costs the party
fined has avoided as a result of the infringement. We propose that it
should be possible to waive the administrative fine wholly or in part
if the infringement is a minor one or excusable or if it would other-
wise be unreasonable, in view of the circumstances, to impose the
fine.

Impediment to an administrative fine

We propose that the supervisory authority should not be able to im-
pose an administrative fine if the infringement is the subject of an
order made on penalty of a fine (i.e. a fine for default) and the in-
fringement forms the basis for an application to impose the fine
attached to the order.

Procedure for imposing an administrative fine

Regarding procedure, we propose that the following should apply.
An administrative fine may not be imposed if the party the claim is
directed against has not been given the opportunity to state their
opinion within two years of the infringement. A decision to impose
an administrative fine must be served. The fine must be paid to the
supervisory authority within 30 days of the decision to impose it
becoming final and non-appealable or within such longer period as
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is stated in the decision. If the fine is not paid within that time, the
supervisory authority is to take steps for the unpaid fine to be col-
lected. For the purposes of collection, enforcement may take place
under the provisions of the Enforcement Code. An administrative
fine that has been imposed will lapse to the extent that the decision
to impose it has not been enforced within five years of the decision
becoming final and non-appealable. Administrative fines are to go
to the state. An appeal against the decision lies to the Administrative
Court in Stockholm, with the supervisory authority as respondent.
Permission to appeal should be required for any appeal to the
Administrative Court of Appeal.

Three new chapters in the Protective Security Act

Our proposals on preventive measures in connection, inter alia, with
outsourcing and transfers of ownership are extensive and the provi-
sions do not fit particularly well into any of the existing chapters of
the new Protective Security Act. We therefore propose that a new
chapter be introduced, referred to as Chapter 2 a. We also propose the
introduction of a new Chapter 4 a on supervision and a Chapter 4 b
on intervention and sanctions.

Other proposals

In addition, we make certain other proposals, including for more
stringent requirements concerning the updating of protective secu-
rity analyses and a clearer connection between protective security
agreements and security investigations of personnel. An important
proposal concerns protective security managers. Our survey shows
that protective security issues often receive too little attention in an
organisation and that other considerations, not least financial ones,
are given greater prominence. This may mean, for example, that in-
sufficient account is taken of protective security issues in connec-
tion with outsourcing and other procedures whereby outside parties
are involved in security-sensitive activities. We therefore propose
that, unless it is manifestly unnecessary, all security-sensitive activ-
ities should have a protective security manager. We further propose
that the role of the protective security manager should be clarified
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and that he or she should be required to report directly to the person
responsible for the operator’s activities.

51






	Kompletteringar till den nya säkerhetsskyddslagen
	Sammanfattning på svenska
	Summary in English



